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INTRODUCTION

The Key-Pro III software has been designed for complete user capability. It can be setup on one or multiple
computers and configured to monitor & program up to 50 KeyWatcher systems. Passwords may be setup to restrict
users to certain functions or allow access to all functions.

BASIC GUIDELINES

Some basic guidelines that should be followed when using the Key-Pro III Software.

1) Functions that are grayed out (not dark) can be explained as follows:
A) Because the function has no purpose at the current time.
B) Because the user logged on does not have access to perform the function.
Regardless of the reason, these functions cannot be selected when they are grayed out.
2) Please keep in mind that some functions require the KeyWatcher to be connected for them to work properly.

3) Anitem highlighted green indicates that it has been added in the software but has not yet been updated in the
KeyWatcher. An item highlighted yellow indicates that it has been changed in the software but has not yet
been updated in the KeyWatcher. An item highlighted gray indicates that it has been deleted in the software
but has not yet been updated in the KeyWatcher.

4) Items that have been changed at the KeyWatcher will not be updated in the software until the Sync Database
has been done. You may also perform the Get Database function, however if changes have been made on the
software you will lose this information.

5) Items that have been changed on the software will not be updated at the KeyWatcher until the Sync Database
has been done. You may also perform the Send Database function, however if changes have been made at the
KeyWatcher you will lose this information.

6) Some KeyWatchers do not support the Key-Pro III software. If your system does not support this program,
you may contact your Morse Watchman sales representative for information about upgrading.

7) Please keep in mind that the software has a password system that may be turned on or off. This password can
be configured in the Key-Pro Configuration. The software password is different than the KeyWatcher ID - PIN
required to access the KeyWatcher. Certain functions require the user to login to the KeyWatcher.

KeyWatcher Login

When you attempt to perform a function from the software that requires you to access the KeyWatcher, the
KeyWatcher Login will appear:

DEFAULT ID: T —— DEFAULT PIN:

Usear ID:

0000 ] 0000

Enter a user ID - PIN Number that has access to perform the function requested and select OK.

Morse Watchman's Inc.
REYV 8/05 2
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INSTALLATION

REQUIREMENTS

Make certain that your system includes the following hardware and software. These are the minimum system
requirements to run the Key-Pro III Software.

1) The computer must be at least a Pentium III 450 or compatible and access to a CD-ROM drive. The computer
must also be equipped with Windows NT 4.0 (Service pack 6a or higher), Windows 98 SE, Windows ME,
Windows 2000, or Windows XP.

2) Microsoft .DotNet Framework Version 1.1 or higher. (Supplied on Key-Pro III disk.)
3) Microsoft Internet Explorer 5.0 or higher. (Supplied on Key-Pro III disk.)
4) The PC must have at least 256 Megabytes of RAM and a hard drive with at least 400 Megabytes free.

INSTALLING KEY-PRO III SOFTWARE
To install Key-Pro III Software:

1) Insert the Installation CD-ROM into your CD-ROM drive. If installation begins automatically, skip to step 5.
2) Select Start on the Taskbar and then select Run...

3) The run dialog box will open. = o)

= Type the name of 3 program, Folder, dacument, or
E Internet resource, and Windows will open it For you.

v

e

Cancel Browise. ..

Fig. 1 - Run Dialog Box

4) Type d:\setup in the Open: text box (if your CD-ROM drive is not d:\, be sure to designate the proper drive)
and press ENTER.

5) Follow the instructions on the screen, answering any questions regarding the setup of Key-Pro III Software.

Note: If the software has already been installed on the computer, it
will need to be removed prior to the installation. Removing the
software will not delete the current database files.

Morse Watchman's Inc.
REYV 8/05 4
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KEY-PRO CONFIGURATION

This allows the KeyWatcher folders, passwords and Key-Pro Biometric Fingerprint Reader to be configured. The
first time the program is started you will be required to perform the Key-Pro Configuration. The Key-Pro
Configuration may be changed at anytime. To Configure Key-Pro, follow these steps:

To execute the program the first time; select Key-Pro III Icon created on the desktop. The first time the program is
started, the following will be displayed. To modify the Key-Pro Configuration, select Key-Pro Configuration at
the Main Window.

\]‘.4) Please configure Key-Pro

In order for the software to be configured to work on the computer, Select OK. The following will be displayed:
¥ Key Pro Setup BE)

: General | KeyPro User Securty | KeyPro Biometiics | Add / Remave Kw(s) fram this system
Select Key-Pro Operating Mode
 Standard Key-Pro

" Automotive

Select Folder for Active Database
Active Database Path

CAProgram Filasiiaorse WatchmanikeyFro INDatabase Edit Path

Select Folder for Backup { Archive Databases
Backup Database Path

Ch\Program Filesiioree WatchmaniKeyPro INBackup Edit Path

Archive Database Path:

Edlit Path

CA\Program Filesiioree WatchmaniKeyPro ilArchive

l Save Changes l I Cancel ‘

The following describes each item in the Key-Pro Configuration window.

General
This tab allows the user to select the Key-Pro operating Mode and select the folders to which the KeyWatcher
databases, backups, and archives will be stored.

Select Key-Pro Operating Mode:
Standard Key-Pro: In this mode the Key-Pro III Software will allow all functions to operate.

Automotive: In this mode the Key-Pro III Software will only allow automotive functions to operate.

Select folder for Active Database:

Active Database Path: Allows the user to select the path to which the databases will be stored. To change the
default path, select EDIT PATH. The next window will allow the path to be selected. The default path will be
created in the same folder Key-Pro III has been executed.

Select folder for Backup / Archive Database:

Backup Database Path: Allows the user to select the path to which the backups will be stored. To change the
default path, select EDIT PATH. The next window will allow the path to be selected. The default path will be
created in the same folder Key-Pro III has been executed.

Archive Database Path: Allows the user to select the path to which the transaction archives (Reports) will be
stored. To change the default path, select EDIT PATH. The next window will allow the path to be selected. The
default path will be created in the same folder Key-Pro III has been executed.

Save Changes:

When all tabs have been setup with your requirements, select Save Changes. If this is the first time executing the
software, you will be prompted to Configure a KW system before continuing. Select OK and continue to the
KeyWatcher Configuration section.

Cancel:
At anytime select Cancel to exit the Key-Pro configuration.

Morse Watchman's Inc.
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¥ Key-Pro Setup g@

General || KeyPro User Seculy | Key-Pro Biometics | Add / Fiemave Kwis] fram this spstem

Require
W e User Name Access Level

Add User

d

Delete User

i

[ Save Changes l I Cancel

Key-Pro User Security
This tab allows the user to setup the Key-Pro User Security.

Require Password logon:

If you do not want the software to require a password be sure the Require Password logon is not selected. If you
would like the software to require a password, select Require Password logon. Please keep in mind that the Key-
Pro User Security is different than the KeyWatcher Login that will be used to access the KeyWatcher. Please note
that if Require Password logon is enabled and the password entered is forgotten, there is no backdoor password
and the software will need to be uninstalled and reinstalled. In addition, any generated reports will display the user
name logged into the software at the time the report is generated.

Add User:

Enter the User Name, Password and select the Access Level and then select Update. Repeat this process for each
user that will be using the Key-Pro III Software. The access levels are defined in the table below. If a User needs to
be modified, simply select the user, make your changes and then select Update.

Add User
User Name Password Level

Update
| v

Delete User:
Select delete user, enter the name of the user to be deleted, and then select delete.

Dekete KewPra Liser

UserName: | Dt

Update User:
If a User needs to be modified, simply select the user, make your changes and then select Update.

Update Liser
User Name Passward Level

William Tucker - 1 ~

KEY-PRO USER SECURITY ACCESS LEVELS CHART

LEVEL 1: Provides the user with complete access to ALL FUNCTIONS. (Programmer)
LEVEL 2: Allows the user to access Functions, Transactions & Reports.

LEVEL 3: Allows the user access to Functions items Remove Keys & Return Keys ONLY .
LEVEL 4: Allows the user access to Transactions & Reports.

Save Changes:

When all tabs have been setup with your requirements, select Save Changes. If this is the first time executing the
software, you will be prompted to Configure a KW system before continuing. Select OK and continue to the
KeyWatcher Configuration section.

Cancel:
At anytime select Cancel to exit the Key-Pro configuration.

Morse Watchman's Inc.
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Key-Pro Biometrics

This tab allows a Biometrics Fingerprint Reader to be used with the Key-Pro Software. This should only be used
with systems that support a Biometrics Fingerprint Reader connected directly to the computer. If your KeyWatcher
has a Biometric Reader but you do not have a Biometric Reader connected directly to the computer, this item does
not pertain to your setup and should not be used.

Configure Biometric Reader:

This item allows the user to configure a Biometric Fingerprint Reader connected directly to the computer. Select
Enable Biometric Reader to Key-Pro, enter the COM port the Biometric Reader is connected to on the computer
and select test. Once enabled, the software will require a user to enter their ID number and a valid Fingerprint read
in order to perform functions to the KeyWatcher.

ﬂKeerm Setup g@

General | KeyPro User Secuity | Key-Pro Biometics i| Add / Remove Ki/(s) from this system

Configure Biometric rsadsr

I™ Enable Biometric Feader to Key-Pra
Test
< Select Comm, port

Save Changes l I Cancel

Add/Remove KW(s) from this system

This tab allows the user to Select which KeyWatcher systems will be used with this computer. Using the arrows,
move the KeyWatcher names that will be used with this computer under Show These KW Systems and move the
KeyWatcher names that will NOT be used with this computer under Hide These KW Systems.

ﬂKey-Prn Setup g@

General | Key-Pro User Securty | Key-Pro Biometrics | Add # Remove KWis] from this system |

Select which KeyWatcher systerns are available from this station

Show These KW Systems Hide These KWW Sysytems
j
j

Service

Save Changes:

When all tabs have been setup with your requirements, select Save Changes. If this is the first time executing the
software, you will be prompted to Configure a KW system before continuing. Select OK and continue to the
KeyWatcher Configuration section.

Cancel:
At anytime select Cancel to exit the Key-Pro configuration.

Morse Watchman's Inc.
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KEYWATCHER CONFIGURATION

This allows the user to configure a KeyWatcher System to function with the Key-Pro software. The KeyWatcher
may be reconfigured again at anytime. To Configure a KeyWatcher, follow these steps:

Select KeyWatcher Configuration at the Main Window. The following will be displayed:

M Configure KeyWalcher <Service» &
Gieneral | Communicasion | Schedhes | Priorty EMad dlest
Iddaritiy the Kanflschum i & rusess ared & senal rombes lor
st Koy Wintchem.
v/ atcher Name: Service
Sonl Number 000008

™ Erecliment Station

|mhmnw] Dieletn K3 | Cancel || or |

The following describes each item in the KeyWatcher Configuration window.

General
This tab allows the user to input the information that will pertain to this specific KeyWatcher.

KeyWatcher Name:
This will be the name assigned to the KeyWatcher. This is a user defined item.

Serial Number:

This is the serial number of the KeyWatcher being configured. This MUST be the serial number of the
KeyWatcher that will be maintained by this configuration. The IDENTIFY function will allow the user to
determine the correct serial number. Please refer to the KeyWatcher III User manual for this information.

Enrollment Station:

This item is intended for users with multiple KeyWatcher systems that will have the same users in some of the
KeyWatcher systems. When selected, any user added to the enrollment station KeyWatcher (directly at the
KeyWatcher) will be added to the all the other KeyWatcher systems when the Sync is selected for the enrollment
station system. In addition, any user who is modified at the enrollment station KeyWatcher (directly at the
KeyWatcher) with the same user ID will be updated when the Sync is selected for the enrollment station system on
the software.

All user’s who are added or modified to the other databases using the enrollment station will not be added or
modified in the other KeyWatcher systems until the Sync database is selected for each of the KeyWatcher systems.
These user’s will be highlighted in yellow indicating they were modified or added and have not yet been updated at
the KeyWatcher.

Add New KW:

This function allows the user to add a new KeyWatcher system to the Key-Pro III software. When selected, the
Import DB will appear. This function is only intended for users upgrading from an existing system. Separate
instructions will be included with upgrades and is also located on the Key-Pro III CD.

Delete KW:
This function allows the user to delete a KeyWatcher system from the Key-Pro III software. Please note that this
feature does not delete the files or folders that pertain to the KeyWatcher being deleted.

Cancel:
At anytime select Cancel to exit the KeyWatcher configuration.

OK:

When all tabs have been setup to your specifications, select OK. The KeyWatcher will be part of the software. Get
Database must be selected in the Database Window in order for the software to obtain the information necessary
to begin programming. See pg. 17 regarding Get Database function.

Morse Watchman's Inc.
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Communication
This tab allows the user to setup the communication method the Key-Pro software will be using to communicate
with the KeyWatcher.

| 94 Configure KeyWatcher <Servicer %]

General | omtitanet s || Schedules | Pricy Eb sl Alert
Chacsom o smstband Ky Prs wall s Iy ot with
Emphalntchee

(=) Dot P Port]

Coumen Pt 8

I Modem
cres Murrber

oderm Pt

() Mostwwcsk. [LAN)

Dieletn K3 | Cancel || or ]

Direct (Comm port):
If the KeyWatcher is going to be connected directly to the Com Port on the computer, enter the Comm Port #
number.

Modem:
If the KeyWatcher is going to be connected through a Modem, enter the phone number that is to be dialed and
the Modem Port the Modem is connected to.

Network (LAN):
If the KeyWatcher is going to be connected through a Network (LAN), a third party Serial Server device will be

required and the computer must be setup for the IP address to be used. Enter the IP address assigned and setup on
the computer for the Serial Server device to be used.

Delete KW:
This function allows the user to delete a KeyWatcher system from the Key-Pro III software.

Cancel:
At anytime select Cancel to exit the KeyWatcher configuration.

OK:

When all tabs have been setup with your requirements, select OK. At this point the KeyWatcher will be part of
the software. In order to start programming the database, you must perform the Get Database in the Database
Window. This allows the software to obtain the information necessary to begin programming. See page 17 for
information about the Get Database function.

Morse Watchman's Inc.
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Scheduler
This tab allows the user to setup the automatic transaction gathering schedule.
¥ Configure KeyWatcher <Service>
General | Communication | Scheduler | Priarity E il Alert
Transactiors cah be collected automaticaly on a defined schedule.
‘You can choose the time period used by the scheduler
[Fiuitn Transachion Gathenng
[ Lock to this PC
(%) Reaktime traraction callection
© Periodically O Weeklp
C Daiy 3 Monthly
Delete K/ ] [ Cancel l ok ]

Auto Transaction Gathering:
The Auto Transaction Gathering may be enabled or disabled. When the Auto Transaction Gathering is disabled,
the software will never automatically gather transactions from the KeyWatcher and the user must select collect
transactions in the transactions window in order to retrieve transactions from the KeyWatcher. When the Auto
Transaction Gathering is enabled, the user may select the frequency to which transactions will be gathered and
select whether or not Auto Transaction Gathering will be Locked.

Lock to this PC: In this mode the Key-Pro III Software will not allow another computer change the Auto
Transaction Gathering settings. In addition the current state of the LOCK will be displayed. Please note that if a
computer has this function enabled and crashes, Morse Watchman Technical support department will need to be
contacted in order to disable this feature.

Real-time transaction collection: In this mode the Key-Pro III Software will collect transactions as they occur.

Periodically: In this mode the Key-Pro III Software will collect transactions on a set interval of time.
Daily: In this mode the Key-Pro III Software will collect transactions at a specified time each day.

Weekly: In this mode the Key-Pro III Software will collect transactions at a specified time each week on the
specified day.

Monthly: In this mode the Key-Pro III Software will collect transactions at a specified time each month on the
specified day.

Delete KW:

This function allows the user to delete a KeyWatcher system from the Key-Pro III software.

Cancel:
At anytime select Cancel to exit the KeyWatcher configuration.

OK:

When all tabs have been setup with your requirements, select OK. At this point the KeyWatcher will be part of the
software. In order to start programming the database, you must perform the Get Database in the Database
Window. This allows the software to obtain the information necessary to begin programming. See page 17 for
information about the Get Database function.

Note: The Key-Pro III Auto Transaction Gathering may be disabled at any time by selecting Disable
Transaction Collection at the Key-Pro III main window. This may be useful for users experiencing a slow
response while making programming changes with transaction gathering enabled. This will still allow transactions
to be collected in the Transactions window.

Morse Watchman's Inc.
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Priority EMail Alert

This tab allows the user to setup automatic e-mail alerts.

4 Configure KeyWatcher <Service>

General | C Scheduler | Prioily EMal Alert |

I” Enable Automated EMail Alerts

SMTP MAIL SERVER NAME

I Delete K/ ] [ Cancel l l ok ]

Enable Automated EMail Alerts:
The Automated Email Alerts may be enabled or disabled. When the Automated Email Alerts is disabled, the
software will never send Email Alerts. When the Automated Email Alerts is enabled, the user will need to assign
the proper SMTP MAIL SERVER NAME (Example: mail.netserver.com) and may Configure Email Alerts.

Delete KW:

This function allows the user to delete a KeyWatcher system from the Key-Pro III software.

Cancel:
At anytime select Cancel to exit the KeyWatcher configuration.

OK:

When all tabs have been setup with your requirements, select OK. At this point the KeyWatcher will be part of the
software. In order to start programming the database, you must perform the Get Database in the Database
Window. This allows the software to obtain the information necessary to begin programming. See page 17 for
information about the Get Database function.

Configure Email Alert(s): This function will access the Automated Email Alert Notification window.

[ Configure Automatad E-Mall Hotiflcatians EE
Automated Email Alert Motification
At Confguantion | Epad Recapenls

I [l

Bker 2deal wlbr ang Emed Holiwsaban

[ I Rettrve Kep Occurs [ Retun Ky Dccurs

( e )

[I5electan

[] ALARM: Ky Ovediue

LI ALARM. Eay Hor Taken
[IALARM. Dow Leit Open
] SLARSE- Iegal Entry

] SLARME lingal Aceess

[ ] ALAFM: Eiey [Begal Fietum
L] ALAFIM: Problem Key
[ALARM Cancel

[ s1ARM- Sevue Key Hehan
[CIALARM: AL Powes Lass

Alarm Configuration: This tab allows the alarms that will be automatically emailed to be selected.

Enable Audible Alarm for Priority Alerts: This feature works in conjunction with the Transaction window. When
enabled, this will trigger the Priority Alarm in the Transactions window.

Remove Key Occurs: This item allows priority key removals to be set for Automated Email. When selected, select
the individual keys that will be automatically emailed when removed.
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Return Key Occurs: This item allows priority key returns to be set for Automated Email. When selected, select the
individual keys that will be automatically emailed when returned.

Select All: This item when selected will select all alarms to be automatically emailed. To individually select the
alarms to be automatically emailed, select that alarm, select Edit and then choose which keys / users combination is
to be automatically emailed.

Save: This function should be selected when the Automated Email Alert Notification window is complete.

| %8 Configure Automated E-Mall Hotifications \=J2/Ed
Autornated Email Alert Notification

Asin Conbgunabors| Emad Recipierds

Tons E-Mad Addiess

Send EauPro Automated Emad Alats] Toc

Emad Focipiers 1

Emad Fiocipiert #2

Emad Fiocipiert #3

Email Recipients: This tab allows the user to setup their email address along with up to 3 Email Recipients to be
assigned

Your Email Address: Enter a VALID email address setup on the computer being used.

Email Recipient #1: Enter the email address for the first recipient to receive automated email notification.

Email Recipient #2: Enter the email address for the second recipient to receive automated email notification.

Email Recipient #3: Enter the email address for the third recipient to receive automated email notification.

Save: This function should be selected when the Automated Email Alert Notification window is complete.

IMPORTANT NOTES REGARDING PRIORITY EMAIL:

The email address must be configured in a windows based program. It has been proven to
function with Microsoft Outlook and Outlook Express. Priority email will NOT work with a
WEB Based email such as MSN or America Online.

Some WEB based email accounts can be setup to operate through Outiook Express, however
you will need to contact your provider for assistance in setting this up.

Your Email Address may be left blank and the email will appear from ***Key-Pro***. Under
certain circumstances, an email address is required in order for the email to go through. This
would be the result of security settings on the email server which require a valid email from
sender.

The Enable Audible Alarm for Priority Alerts may be selected without the Email being setup
in order to receive Priority Alarms in the Transactions window.

Morse Watchman's Inc.
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Key-Pro Login
When you attempt to access the software with the Key-Pro User Security set to Require Password Logon
enabled, Logon will need to be selected at the Key-Pro III Main Window and the following will appear.

¥ Key-Pro togin

UserHame |

Enter a User Name and Password and select OK. The following main Key-Pro III window will appear:

W Key-Pro i B8]
Morse Watchman's Key-Pro

Database

Reports

I Functions
I Transactions

|
|
\
|

[ Logoff ]

I” Disable Transaction Collection

Mot Connected

The Key-Pro III access levels can be defined as follows:

PC SETUP USER ACCESS LEVELS CHART

LEVEL 1: Provides the user with complete access to ALL FUNCTIONS. (Programmer)
LEVEL 2: Allows the user to access KW-Functions, Transactions & Reports.

LEVEL 3: Allows the user access to KW-Functions Remove Keys & Return Keys ONLY .
ILEVEL 4: Allows the user access to Transactions & Reports.

NOTE: The software has a password system that
may be turned on or off. This password can be
configured in the Key-Pro Configuration.

The software password is different than the
KeyWatcher ID - PIN required to access the
KeyWatcher. Certain functions in the software
require the user to access the KeyWatcher.

Morse Watchman's Inc.
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Database



CREATING A DATABASE

The following list shows the steps that should be performed in order for you to get started programming a database
using your Key-Pro III software. This section will explain each of these items in detail. At this point all of your
keys being used with the system should already be added to the KeyWatcher.

1)
2)

3)
4)

5)

6)

7

Get a Database from the KeyWatcher. Select Get Database at the Database window. See page 17.

Name the keys that have been added to the system. Select the Key Name tab and select the key to which you
would like to change. See page 24.

Add all of the Time Zones that you will be using. Select the Time Zone tab and select New TZ. See page 27.
Add all of the groups you intend to use. Select the Group tab and select New. See page 26.

Add all of the users that will be accessing the KeyWatcher along with their key and group restrictions. Select
the Users tab and select New User. See page 20.

Update the KeyWatcher with the changes that have been made. Select Sync at the Database window. See page
17.

In the back of the KeyWatcher user manual are charts to assist in programming. You should make copies of
these pages to help in the programming process.
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DATABASE

The Database window contains items that pertain to the programming of the KeyWatcher. Please keep in mind that
the KeyWatcher must be connected to perform some functions. This section will describe each item. An item
highlighted indicates it has been added, modified, or deleted in the software but not yet updated in the
KeyWatcher. Items highlighted green indicates it has been added. An item highlighted yellow indicates that it has
been modified. An item highlighted gray indicates that it has been deleted. Once the Sync or Send Database
functions are performed, these items will change to white. To access the Database window, follow these steps:

Select Database at the Key-Pro III Main window. The following will be displayed:

¥ KeyWatcher Database » Service Jod
Fle KPBiometric DB Impork Utlicy
Users | Keys | Groups | Time Zanes | Notes
UserlD | FirstMame | LastMame | Lewsl | Restrict. | MukiiKey | CardAc.. | BioAccess | EmergR.. | OneTime | Instan.. | StanT.. | EndT,
0000 MORSE  WATCHM.. 1 No Yes Ne Ne Yes Ne Ne - -
0001 Joseph Granito 3 Yes Yes No No No No No
0002 Paul Cantoni 3 Yes Yes Mo Mo Mo Ne Mo
0003 Bil Hammos 3 Yes Yes No No No No No
0004 Ryan Graffam 3 Yes Yes No No No No No
0005 Alfred Delaurantis 3 Yes Yes Mo Mo Mo Ne Mo
0006 Mario Louis 3 Yes Yes No No No No No
< >
[ Meus User
[]5pnc &l K Systems Select Keyhvatcher
l Get Database ] l Send Databass ] [ Sync Datebase(s] o] =

The following describes each item in the Database window.

Get Database:

This item allows the software to retrieve all the current programming in the KeyWatcher. Keep in mind that this
function will overwrite the current programming on the software and any changes that have been made to the
software and not updated in the KeyWatcher will be lost. Only recommended when creating a new database.

Send Database:

This item allows the software to send all the current programming on the software to the KeyWatcher. Keep in
mind that this function will overwrite the current programming on the KeyWatcher and any changes that have been
made on the KeyWatcher and not updated in the software will be lost. Only recommended when the KeyWatcher
has been fully reset and has no programming.

Sync Database: (Sync All KW Systems)

This item allows the programming of both the software and KeyWatcher to be updated. Any changes in the
software will be sent to the KeyWatcher and any changes in the KeyWatcher will be sent to the software. This is
the recommended method of maintaining the programming of your system. If your facility contains multiple KW
Systems, selecting Sync All KW Systems will update all the systems in Key-Pro III.

Select KeyWatcher:
This item shows the current KeyWatcher selected and allows the user to change the current KeyWatcher that is
selected. Always be sure the selected KeyWatcher refers to the system being setup.

File: (Pull down menu)

The items in the file menu allow the databases to be maintained. The database may be backed up or restored and
the transactions may be archived. These items are described below:

Backup KW Database: This item allows the current programming on the software to be backed up.

Restore KW Database: This item allows the backup KW database to be restored. Keep in mind that if a backup is
restored, any information that was changed since the backup was performed will be lost.

Archive Transactions: This item allows the current transactions to be saved to an archive file and the current
transactions to be cleared.

Morse Watchman's Inc.
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KP Biometric DB: (Pull down menu)

The item in the KP Biometric DB menu allows the database for Key-Pro Biometrics to be maintained. This should
only be used with systems that support a Biometrics Fingerprint Reader connected directly to the computer. If your
KeyWatcher has a Biometric Reader but you do not have a Biometric Reader connected directly to the computer,
this item does not pertain to your setup and should not be used.

The database for Biometric fingerprint templates are automatically backed up as user Fingerprints are added to the
software. If for some reason the Biometric fingerprint reader loses the templates that have been added or the reader
needs to be replaced, they can be restored using the Key-Pro software. This item is described below:

Restore all templates to reader: This item allows the current Biometric fingerprint templates on the software to be
restored to the Biometric reader connected directly to the computer.

Import Utility: (Pull down menu)
The items in the Import Utility menu allow outside files to be imported. These items are described below:

Import User: This item allows an outside user file ((CSV (comma delimited)) to be imported into the user database.
Please keep in mind that the information will not be imported unless all the fields match a specific requirement. A
sample ImportSample New.CSV file has been supplied on the Key-Pro III CD-ROM. When selected, the user will
be prompted to select the appropriate .CSV file.

The fields in the file are described below:
UserlID: Four digit ID number that will become this users ID code. (0000-1999) Must be unique.

Last Name: This will appear on all reports and programming as the users last name.

First Name: This will appear on all reports and programming as the users first name.

PIN Number: Four digit number that will become this users personal identification number.
AccessLevel: Determines what functions the user will be able to perform. (1-5).

RestFlag: (Key Restriction) Determines if a user will have access to all keys in the system at any given time or if
they will only be able to access only certain keys. If selected, this user will not have access to any keys until
restrictions are added (give users access to certain keys). If not selected, this user will have full access to all current
and future keys that are added to the system. You will notice that when this item is selected the restriction section
of the user window will appear. (1 = YES, 0 = NO)

Key Limits: Determines how many keys the user will be able to have out of the system at any given time.
(1-15 = Number of keys user may have out , 0 = NO (Multi Key))

CardAccess: This item displays whether the user has a card assigned to their User Code. This item only pertains to
systems using a Card Reader and cannot be modified at the software. (1 = YES, 0 = NO) (SHOULD BE 0)

BioAccess: This item displays whether the user has Biometric Fingerprint assigned to their User Code. This item
only pertains to systems using a Biometric Fingerprint at the KeyWatcher and cannot be modified at the software.
(1=YES, 0=NO) (SHOULD BE 0)

EmergRelease: Allows user to remove all keys from the system in the event of an emergency, regardless of
access. This feature only performed at the KeyWatcher. (1 = YES, 0 = NO) (SHOULD BE 0)

OneTime: This is a feature that allows the programmer to add a “Temporary User”. This One-Time User Code
would only be good for the removal of keys a single time. Once all the keys that were removed by the One Time
user have been returned, the One-Time User Code will be deleted by the system and the user will not be able to
access the system with that user code again. (1 = YES, 0 = NO)

InstantReleas: If this feature is enabled the system will release or return keys automatically when a user enters
their ID-PIN Number followed by a “1” or initiates a read with a Card Reader. This feature only performed at the
KeyWatcher. (1 = YES, 0 =NO)
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DeptID: This option works in conjunction with the “Dual, or Triple User Key” features. When a Dual or Triple
User Key is requested by a level 2-5 user, the KeyWatcher will require the second and/or third user (level 1-5) to
be assigned to different departments. There are 16 departments that can be assigned. Be sure when programming
your users that the correct departments are assigned. Keep in mind this feature appears on the software but is sold
as an option on the KeyWatcher. (0-15)

The following fields are optional and will be stored under the users Personal Info tab.

EmployeeID | Title | Phonel | Phone2 | Email | Address | City | State | Zip | Country | Comment

Note: It is recommended that a Send Database be performed after the Import User feature is complete.

Import User Card info: This item allows an outside card information file (.CSV (comma delimited)) to be imported
into the user database. Please keep in mind that the information will not be imported unless all the fields match a
specific requirement. A sample KP_ImportCardInfo.CSV file has been supplied on the Key-Pro IIIl CD-ROM.
When selected, the following window will appear.

|EeyPro Card Data Import Utility

Sednct Dnstination KW system Sedect Coud Data Type

Select Source Impct [CSV fin)

Snach

| Contirus J

Complete all the fields in the window. When all the information is entered, select Continue and the user will be
added. The following describes each item in the New User window.

Select destination KW System: This will be the system to which the Card info will be imported.
Select Source Import (CSV file): Allows a valid .CSV file to be selected.

Select Card Data Type: Allows the proper card type being used to be selected. Please note that this feature only
allows specific card types to be selected. If your card type is not available or compatible with the available options,
you will need to add the card to the user directly at the KeyWatcher. Please refer to the KeyWatcher III manual for
more information.

Continue: Allows the selected information to be used to import card data.

Note: It is recommended that a Send Database be performed after the Import User Card Info feature is
complete.
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Users:
This tab allows users to be added, deleted, or modified. Select the Users tab at the Database window and the
following will be displayed:

| % kaywatchar Databasa Sarvice mE =]
B [P Boumtric DB Drgert Wiy
(Wit || Koys | Groups | Time Zones | Notes
UselD | FirstMame | LastMame | Level | Reswict. | MubiKey | Card Bi A ErergR..  OneT Instan.., | Gt AT... | EndT.
DD MORSE Mo K [ Mo as No Mo
o001 dazeph Yoz 2 H Mo Hn Mo Mo
0002 Paul Yeu N M Mo Mo Mo
[T Yoz " H M Hn Mo Mo
0004 Fiyan Yeu N [ Mo Mo e
nnos Altred (] T i Mo Nn Na Mo
0006 Maric Yeu N M Mo Mo Mo
< Ed
[ Hews Lhse |
[ Sy 0 K Siutenns Selncd EinyWatchor
l Gl (1t b ] I o] Chatabusen Sy Dialishuszws] ] SR -

New User: This item allows a new user to be added to the software. When selected, the following will be
displayed:

{1 New User ™
UserID 7 First Mame Access Level e
FIN Last Name DeptID P

: Restiiction || Personal Infa | Key-Pra Ta KW Biometric Access || Card ID Impart

[¥] Key Restriction
Ho. | Name Rey | TZ| DOW
() Group Restriction

Available Kep/Group List

Mui Key ) Key Restriction
<0>Unlimited v
No. Name

[ One Time

3

[ Emerg Release:

3

[ Instant Rielease

Available Time Zone List  [NO TIME RESTRICTION v

Kl Biometiic
DACDESS Day of the Week
e s EM M1 HEw E1 FF [Fs
.......
DA sssss Tatal Restrictions:
[ Enabls auto Activation/De-Activalion I Update muliple Kis
[ User Disable

Key Pad Logon
Opiaie

Update

Complete all the fields in the window. When all the information is entered, select Update and the user will be
added. The following describes each item in the New User window.

User ID: Four digit ID number that will become this users ID code. (0000-1999) The next available User ID is
automatically inserted but may be changed if desired.

PIN: Four digit number that will become this users personal identification number.
First Name: This will appear on all reports and programming as the users first name.
Last Name: This will appear on all reports and programming as the users last name.

Access Level: Determines KeyWatcher functions the user will be able to perform. User access levels chart below.

USER ACCESS LEVELS CHART

ALL ACCESS LEVELS HAVE THE ABILITY TO REMOVE & RETURN KEYS AND GROUPS.

LEVEL 1: Provides the user with complete access to ALL FUNCTIONS. (Programmer)

LEVEL 2: Allows the user to CHANGE PIN, GENERATE REPORTS, ALARMS, EDIT USER CARD ACCESS, ADD
USER FINGERPRINT, and DELETE USER’S FINGERPRINT.

LEVEL 3: Allows the user to CHANGE PIN.

LEVEL 4: No additional functions.

LEVEL 5: Allows the user access to GENERATE REPORTS and ALARMS.
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Dept ID: This option works in conjunction with the “Dual, or Triple User Key” features. When a Dual or Triple
User Key is requested by a level 2-5 user, the KeyWatcher will require the second and/or third user (level 1-5) to
be assigned to different departments. There are 16 departments that can be assigned. Be sure when programming
your users that the correct departments are assigned. Keep in mind this feature appears on the software but is sold
as an option on the KeyWatcher. Refer to the KeyWatcher III User Manual for information.

Key Restriction: Determines if a user will have access to all keys in the system at any given time or if they will
only be able to access certain keys. If selected, this user will not have access to any keys until restrictions are
added (give users access to certain keys). If not selected, this user will have full access to all current and future
keys that are added to the system. You will notice that when this item is selected, the restriction section of the user
window will appear.

Riestriction | Personal Info | Key-Pro To Ky Biometric Access | Card 1D Impart
No. Name Key TZ DOW
O Key Restriction O Group Restrictian
Avaiable Key/Group List

No. MName

Avalsble Time Zone List (MO TIME RESTRICTION s
Daay of the Week
Ms M M1 Mw M1 [FF Vs

Total Restictions;

Restriction:
Each user will be allowed 25 restrictions to be added to their restriction node. A restriction may consist of a single
key restriction or a group restriction. Total Restrictions displayed under restrictions.

Key / Group Restriction:
To add a key / group restrictions, follow these steps:

1) Select Key Restriction or Group Restriction. All the available keys / groups will be listed.
2) Select the keys / groups to which this user will have access.
3) Select the Time Zone, if any, that will be used for these restrictions.
4) Select the days of the week to which the keys will be available.
5) Use the arrow to move the selected restrictions to the restriction window for this user.
Note: A restriction can be modified in the same manner. This will overwrite a current restriction.
To delete a key / group restrictions, follow these steps:
1) Select the current Key Restriction or Group Restriction to which you would like deleted under Restrictions.
2) Use the arrow to move the selected restrictions to the available restriction window.

Multi Key: If selected, the number of keys the user can have out at any given time may be set from 0-15 (0 being
ALL). If not selected, the user will be restricted to a single key at any given time.

One Time: This is a feature that allows the programmer to add a “Temporary User”. This One-Time User Code
would only be good for the removal of keys a single time. Once all the keys that were removed by the One Time
user have been returned, the One-Time User Code will be deleted by the system and the user will not be able to

access the system with that user code again.

Emerg Release: Allows user to remove all keys from the system in the event of an emergency, regardless of
access. This feature only performed at the KeyWatcher. Refer to KeyWatcher I1I User Manual for information.

Instant Release: If this feature is enabled, the system will release or return keys automatically when a user enters
their ID-PIN Number followed by a “1” or initiates a read with a Card Reader. This feature is only performed at
the KeyWatcher. Refer to KeyWatcher 111 User Manual for information.

Card Access: This item displays whether or not the user has a card assigned to their User Code. This item only
pertains to systems using a Card Reader and cannot be modified at the software.

KW Biometric Access: Determines whether or not the user has Biometric Fingerprint assigned to their User Code.
This item only pertains to systems using a Biometric Fingerprint at the KeyWatcher.
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PC Biometric Access: This item displays whether the user has Biometric Fingerprint assigned to their User Code
on the software. This item only pertains to systems using a Biometric Fingerprint connected directly to the
computer and cannot be modified or used at the KeyWatcher.

User Disable: This function allows a user to be disabled (suspended) from accessing the KeyWatcher without
actually deleting them from the system. They can later be reactivated.

Key Pad Logon Disable: This function disables the keypad logon for a selected user. Although the user has an ID
& PIN assigned, they will not be able to log in via the keypad and will need to use a card or alternate login method.
A level 1 user cannot have their keypad login disabled.

Enable auto Activation/De-Activation: This item when selected allows the user to be setup with a start and end
date. The start date determines when the user will be able to start accessing the KeyWatcher. The end date
determines when the user will be “deleted” from the KeyWatcher. This item can only be set at the software.

Update multiple KWs: This item allows the user to update this user’s information in multiple KeyWatcher
databases. If checked when Update is selected, the user will be prompted to choose from a list of available
database names. Check all the systems to which this user will be updated and select OK. If you do not want to
Update multiple databases, select Cancel.

Modify User: This item allows an existing user to be modified. When modifying a user, simply select the user to
which a modification will be made from the Users window and modify that users information accordingly. Each
item in the window is described in the New User section. Select Update when the user is setup to your
specifications.

Delete User: This item allows an existing user to be modified. To delete a user, simply select the user that will be
deleted and select Delete. The user will be deleted.

Personal Info:
This item allows the user to enter personal info pertaining to the user. Simply select the Personal Info tab and the
following will be displayed:
| Restiction| Personallnfa. | Key Pro To K Biomelic Access | Card D Inport|
Emploee D 265 Address 2 Morse Road
Tile Service Ciy oxfard

Phane-1 999-993-9399 State 5]

Phane 2 Zio 6478

Email mpaddiess@myaddiess.com Country usa

Comment

Delete User Info Update Personal Info

Complete the information accordingly. When you have finished entering all the information, select Update
Personal Info. If you would like to delete the information on the personal info, select Delete User Info.

Key-Pro to KW Biometric Access: (Only displayed when enabled in the Key-Pro Configuration.)
This item allows the biometrics access to be setup for the user to be used from the Key-Pro software to the
KeyWatcher. Please keep in mind that this function requires a Biometric reader connected directly to the computer.

Restiction | Personal Infu | KepPio To K/ Biametic Accecs | Cad ID Impot

Edit User Biometrics

Edit User Biometrics: In order for this item to be active, the PC Biometric Access must be enabled for the
selected user. When selected, the window provided allows fingerprint templates to be added for this user using the
Biometric Fingerprint reader connected to the computer. Select Close when finished.
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Card ID Import:
This item allows a Card ID to be imported into the user database. Simply select the Card ID Import tab and the
following will be displayed:

/°&

Facity Code ot Huamber
gt Lo bfirmather,

[ Ersie st vt Dip st T Uisdate st iy

Complete all the fields in the window. When all the information is entered, select Import Card Information and
the card will be assigned to the user. The following describes each item in the Card ID Import Window:

Select Card Data Type: Allows the proper card type being used to be selected. Please note that this feature only
allows a specific card type to be selected and should only be selected once as this is a global option for all cards
assigned. If your card type is not available or compatible with the available options, you will need to add the card
to the user directly at the KeyWatcher. Please refer to the KeyWatcher I1I manual for more information.

Facility Code (not available in 64-Bit Raw Data Format): This is the Facility Code assigned to the card.

Card Number: This is the number assigned to the card.
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Key Name:

This tab allows the key information to be edited. Keep in mind that keys can only be added or deleted directly at
the KeyWatcher. Select the Key Name tab at the Database window and the following will be displayed:

| %8 Kaywatcher Database» Sarvice ==&
B EP Bometric DB Tmport Lkilty

Wsers || Feye | Groups  Time Zones | Hobes

KeyMo | Keyha Kephoo | BKR
0001 ; isabled
oz abled
0003
([T
anns

abled
abled
abled
abled
abled

uous
non?

zzzzzEF:

t.c
gogpopg

[ Symoc Al W St Selncd EinyWatchor

l Gl Dt sbascon J | Sewrd Distabuin Syr: Dbl e] | Samcd

Modify Key: This item allows an existing key to be modified. When modifying a key, simply select the key to
which a modification will be made from the Key Name window and the following section will appear. Modify the
key information and then select Update.

Koy Humbes 1
Fey Home iy Mackine: B

Ky led || Kay Ring Infis | Secondary Uises i

™ Ky Hote Regured

[ Swecurs ey Retun Enable

The following describes each item in the Modify Key window.

Key Number: Indicates the number of the key selected.

Coreal Lipsdain |

Key Name: Indicates the name of the key selected.

Key Info: This tab shows the current status of the key selected. See key access, key note required, & secure key
return charts below.

KEY ACCESS CHART
Single User Requires user with access to the key in order for it to be released.
[Dual User Requires either a level 1 user or two users with access levels 2-5 and access to the key in order for it to be released.
Triple User Requires either a level 1 user or three users with access levels 2-5 and access to the key in order for it to be released.
KEY NOTE REQUIRED

This function operates in conjunction with the Remove & Return Key Note functions. When selected, a note will be required when being
emoved or returned. Please keep in mind that the Remove and/or Return Key Note features will also need to be enabled for this function
|:0 operate. These features can be enabled or disabled in the Note Configuration window located in the Functions / KW Setup window.

SECURE KEY RETURN CHART (Select Disable to turn off Secure Key.)

Full Secure

Users that are returning a key must be the same users that removed the key.

Department Secure

A user that is returning a key must match the first user that initially removed the key exactly, the remaining users
must match by departments.

Department

The departments of the user’s returning a key must match the departments of the user’s that initially removed the
key.

Unsecure

User’s returning a key will be required to match the number of logins that would be required to remove the key. For
instance, 1 login will be required to return a single user key, 2 for dual user key, 3 for triple user key.
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Key Ring Info: This tab allows the user to define what ring and keys are attached to each Smart Key.

Ky Humber 1
KeyMame 5it Machines B

Keylnfo: | KeyRinglInfo | Secondary User Info

i Slot Machines B Update Key
Key Fing Name

= [#] 5ot Machines B

(o] Star 20

(o] Stot 21

[e=] stet 22 s

emave

s

o] Stot 24

[o=] Stat 25

" [AddKepTo

Keyin Key Ring Ring

[ Save Key Aing Changes |

[ Cancel Update ]

Key Ring Name:
To add a Key Ring and keys to the ring, follow these steps:

1) Enter the Key Ring Name and select Update Key Ring Name. The name will appear in the window.

2) Enter the Key in Key Ring and select Add Key to Ring. The name will appear in the under the Key Ring that
was added.

3) Select Save Key Ring Changes when finished and then select Update.
Note: Only one Key Ring Name can be added per Key.
To Remove Key Ring Name or Key in Key Ring, follow these steps:

1) To remove an entire Key Ring name and all Keys in Key Ring, select the Key Ring Name in the window and
select Remove Selected.

2) Toremove a Key in a Key Ring, select the Key in the window and select Remove Selected. When finished
select Save Key Ring Changes.

Secondary User Info: This tab allows the user to define a secondary user authorized to have a key. This
information does not determine the users who can release the keys. It only allows the software to show the
secondary users input when the keys are removed from the software with a note. See Key Removal section for
more information.

Key Humber 1
Key Name | 510t Machines B
KewInfo: | Key Ring Info| Secondary UserInfo
First Name Last Name Phore

William Tucker 999-3393-9339
Ryan Graffam 000-000-0000

Cancel Update

To add a Secondary User of a key, follow these steps:
1) Complete all fields and select Save. To add another Secondary User select New and repeat this step.
To Delete a Secondary User, follow these steps:

1) Select the user and select Delete.
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Group:
This tab allows Groups of keys to be added, deleted, or modified. A group consists of multiple keys that are

assigned by the user. The KeyWatcher is capable of storing 250 groups. Each of these groups may be customized
for accessing up to 100 keys. Select the Group tab at the Database window and the following will be displayed:

M KeyWatcher Database> Service B@

File KP Biometric DB Impork Uty

Users | Keys | Groups | Time Zones | Notes

Graup Nurnber | Group Narne
oot Slot Department
a0z Service

003 Hause Keeping

[]5pnc &l K Systems Select Keyhvatcher

‘ Sync Databasels) | Sawvice v

I Get Datahase ] I Send Database

New Group: This item allows a new group to be added to the software. When selected, the following will be
displayed:

1)
2)

3)
4)

1)
1)

2)
3)

Selected Gioup
Group No: Group Name: Group Release Type:

v Use Global Group Release ~

Kepsin the Group Avalable Keys

KeyMo. | Key Name KeyNo. | KeyMame
[J 0001 Slot Machines B
[J 0002 Siot Machines &
[J 0003 Room 345
[J 0004 Cell Block &
[J 0005 Cell Block B
[ 0006  Engineering
[ 0007 vault

Save l l Cancel

To add a group, follow these steps:
Select New. All the available keys will be listed.

Select Group No., enter the Group Name, and select the Group Release Type (for more information regarding
group release type, refer to the Group Release setting on page 35.

Select the keys to which this group will have access.

Use the arrow to move the selected keys to the keys in group window. Select Save.
To delete a group, follow these steps:

Select the group to which you would like deleted and select Delete.

To remove keys from a group, follow these steps:

Select the group to which keys will be removed.

Select the keys that will be removed from the group under keys in group window.

Use the arrow to move the selected keys from the keys in group window to the available keys window. Select
Save.

INote: Keep in mind that editing or deleting a group will change all user restrictions that apply to that group.
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Time Zone:

This tab allows Time zones to be added, deleted, or modified. A time zone is used when restricting a user from
keys between a set of times. There are 2 types of time zones that can be programmed. The first is a specific time
period, which allows the user to select the start and end time that the key may be out. The second is a duration,
which will allow the user to have a key out for a certain length of time. The KeyWatcher allows you to store 99
time zones. Select the Time Zone tab at the Database window and the following will be displayed:

M} KeyWatcher Database> Service E]@

File kP Biometric DB Import Ukilty

Users | Keys | Groups | TimeZones | Notes

TZ No TZ Name Start Time: End Time Timne Lirnit 1D Ho Time Duration Name Time Duration
I Al Day Acoess 05:00 18:00 oooo 0z 4 Hours 04:00
1] Morming Hours 0%:00 12:00 00:00 04 8 Hours 08:00

l New T2 l

[ Snic All K/ Systems Select Keyhvatcher

[ et Database l [ Send Database l [ Sync Database{s] 1 Service v

New TZ: This item allows a new time zone to be added to the software. When selected, the following will be
displayed:

To add a Time Zone, follow these steps:
1) Select New TZ.

2) Select the Time Zone number, enter a name and select a Start and End time. In addition to the Start and End
time, a Time Limit that the key can be out may also be added.

If the time zone will be a duration only, select Time Duration and enter the Hour and Minutes for the duration.
Select Save.

To delete a Time Zone, follow these steps:

1) Select the Time Zone to which you would like deleted and select Delete.
Note: Keep in mind that a time zone in use cannot be deleted.
To modify a Time Zone, follow these steps:

1) Select the Time Zone that will be modified.

2) Enter the name and select a Start and End time. In addition to the Start and End time, a Time Limit that the
key can be out may also be added. If the time zone is a duration, select Time Duration and enter the Hour and
Minutes for the duration. Select Save.

INote: Keep in mind that editing a time zone will change all user restrictions that apply to that time zone.
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Notes:

This tab allows the user to Add, delete, or modify a Note. Notes are used in conjunction with the remove or return
key notes feature. There are 99 notes that can be assigned with up to 40 characters each, please keep in mind that
the KeyWatcher display will only show 16 characters. For more information regarding the remove and return key
notes features, refer to the Note Configuration under the Functions section. Select the Notes tab at the Database
window and the following will be displayed:

M KeyWatcher Database> Service g@

Eie KPBiometric DB Impork Utiity

Users | Keys | Groups | Time Zones | Motes

No Notes

il Fiaom Kep
i Vehicle Key
9 Contractor Requesting Key

] Sunc All K/ Systems Select Keyatcher
I Get Database ] I Send Database ] [ Sync Database(s] I Service v

New Note: This item allows a new note to be added to the software. When selected, the following will be
displayed:

No Naote

| Mew Update

To add a Note, follow these steps:

1) Select New.

2) Select the Note number, enter a note and select a Update.
To delete a Note, follow these steps:

1) Select the Note to which you would like deleted and select Delete.
To modify a Note, follow these steps:

1) Select the Note that will be modified.

2) Enter the note and select a Update.
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FUNCTIONS

The Functions window contains items that are in direct use with the KeyWatcher. Please keep in mind that the
KeyWatcher must be connected to the computer while performing these functions. This section will describe each
item. To access the Functions window, Select Functions at the Key-Pro III Main window. The following will be

di splayed: |08 ey watcher Functions =E )
Selecl KeyWalcher
Service.
| Femove Keys |
| Remove Group |
| Raturn Keys l
Piotum ey with Hotes [_]
| View [ Concel Alarms |
| KW Idantify |
| KW Setup |
| KW Release Location |
Select KeyWatcher:

This item shows the current KeyWatcher selected and allows the user to change the current KeyWatcher that is
active. Always be sure the selected KeyWatcher refers to the system being accessed.

Remove Keys: This item allows keys to be removed from the KeyWatcher using the Key-Pro III software. To
Remove Keys using the software, select Remove keys and enter a valid KeyWatcher Logon. The following will be

dlsplayed: ! Key-Pro Remove Key g@

lock &)
Cell Block B
Er\gmeerlr’\g]
7 [Vaul

1 (Slot
2 (Sl
30
4(Cel
5 [Cel
E[

" Sort by Desciiption

& Sortby Key Ko, oK Cancel

To Remove Keys, follow these steps: (Keys may be sorted by description or key number.)

1) Select the keys to be removed from the list and select OK. Entering the name of a key in the field above the
key list will move the list to that key. Pressing Enter will select the first key on the list. The key status as they
are selected will be displayed in the window. The following describes each possible status: (To remove a key
from the window, select the X under the key.)

i

xIe]|

|

|m

KEY REMOVAL STATUS CHART

Key 1 |Indicates the key is a “Triple User Key”. For more information regarding the “Triple User Key”, refer to the Key Name
under the Database section.
Key 2 |Indicates the key is a “Dual User Key”. For more information regarding the “Dual User Key”, refer to the Key Name

under the Database section.

Key 4 |Indicates the user has access to the key and the key is in the system.

Key 6 |Indicates the user does not have access to the key. This does not indicate whether or not the key is in the system.

Key 5 [Indicates the user has access to the key however the key is out of the system.

Continued on the following page.
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2) As the available keys are removed from the KeyWatcher, the Key Status will change from being in the system
to not being in the system. Once the remove keys process has finished, the window will automatically close.

Note: Please keep in mind that certain settings may cause the software to limit key removals. If this situation
occurs, the following message will be displayed.

KeyPra Iil

1 tWarning...Key Removal has been limited to <03 kew(s) based on your present settings.
.y

Remove Key by Note: In addition to the keys being removed, the user may apply “Notes” as to why the key is
being removed. Please keep in mind that depending on certain settings, a note may be required.

W

To add a note when removing keys at the following display on the software, follow these steps:

O

1) Select the note icon under the key to which a note will be added and the following will be displayed:

® Attach Key Note

Key Mo, 5 Marne | Cell Block B

“wiork Order # Autharized Personnel

Nate For Key Removal
MNone -

Additional Comments:

l Ok I l Cancel J

2) This window allows the user to enter a Work Order #, select an Authorized Personnel (secondary user), select
a Note for Key removal, and enter an Additional Comment pertaining to the key removal. Once the fields have
been completed, select OK and the remove key window will return. Select Cancel to close the note window
without adding a note.

The Work Order # is user defined and can be entered at the time the key is removed. The Note and Authorized
Personnel are assigned prior to the keys being removed. The Notes are assigned from the Notes tab at the Database
window. The Authorized Personnel (secondary user) are assigned in the Key Name window.

Remove Groups: This item allows keys to be removed from the KeyWatcher by Group using the Key-Pro 111
software. To Remove Group using the software, select Remove Groups and enter a valid KeyWatcher Logon. The
following will be displayed:

|"NMQKI, Group a

Select Group:

k. | Cancel |

To Remove Group, follow these steps:

1) Enter the number of the group to be removed or select the group from the pull down arrow and select OK. The
key status will be displayed in the window. The window will automatically close when process is finished.
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Return Keys: This item allows keys to be returned to the KeyWatcher using the Key-Pro III software. To Return
Keys using the software, select Return keys and enter a valid KeyWatcher Logon. Be sure to select the Return
Keys with Notes if a note needs to be assigned to the key return and Return Keys using the same process as
Remove Keys. Depending on the key return method setup in the KeyWatcher, one of the following will be
displayed:

5. Key Return = 5. Key Returs =)

Auto-key Retum Manual Key Retum

1 ~| MNumber of Keys v Box Nurnber

or

oK Cancel

oK i Cancel

To Return Keys, follow these steps:

1) Select either the number of keys to be returned or the box number to which keys are going to be returned and
select OK. The key status will be displayed in the window. The window will automatically close when process
is finished.

Please note: If the optional Secure Key Return feature is enabled, the key being returned will need to be
selected.

View / Cancel Alarms: This item allows the alarms on the KeyWatcher to be viewed / cancelled. To View / Cancel
Alarms using the software, select View / Cancel Alarms and enter a valid KeyWatcher Logon. The following will
be displayed:

M KeyWetcher Alerm
Alarm Filter
[None) v

Alarm Date / Time Bow Slot KeyMo. | UserNo.
: llegal entry E/25/0004 1:47:45 PM 1

Select al
Cancel Alarm Close
De-select al

To Cancel Alarms, follow these steps:

1) Each alarm will be listed in alarms list. Alarms can be canceled individually or all at once. If you do not want
to cancel any alarms, select Close. To view a specific alarm type only, select it in the Alarm Filter.

Note: Invalid Key and Shorted Key alarms can only be canceled at the KeyWatcher.

KW Identify: This function is used to show the serial number, Software Rev. of KeyWatcher, CodePlug Rev. along
with options enabled, and Language. You may be asked to use this function if you are calling for technical support.
Select KW Identify and the following will be displayed:

| 8 eyWatcter Tentity

KW NS Daoona

Software Rev. 22

CadePlug Rov, B

Select Close when finished. el | B o
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KW Setup: This item allows a user with KeyWatcher access level 1 to change settings in the KeyWatcher. Each
setting will be described in this section. To access the KW Setup, select KW Setup and enter a valid KeyWatcher
Logon. Notice the Selected KeyWatcher Name and Serial Number appears at the top of the window.

Date / Time: This tab allows the Date / Time on the KeyWatcher to be set. Access the KW Setup and select the
Date Time tab. The following will be displayed:

| 98 keyWatcher Setup
Semice 2
Card Reader | Mate Configuration

Dete /Time | Company Hame | Alams | Saunds | Key Access | Bax Satings

KW Date Format
& US Format

0433P

< >
August 2005 " European 1
T 2 3 4 %5 § " European 2
o8 9 10om o2 3
915 16 7 18 19 W KW Time Format
21 2 ppEAs % 2 & 12 Hr Mode
2 3 1
24 Hr Mode
Toduoy: B/Z4/2005
Syncio FC Update KV Time / Dinte
Update I Close

To Update KW Time & Date, follow these steps:

1) Select the time & date, KW Date Format, and KW Time Format and then select Update KW Time & Date or
simply select Syne to PC (inputs current time and date from PC) and then select Update KW Time & Date
(sends the time and date chosen to the KeyWatcher). Select Close when finished. Update has no function in
this window.

Company Name: This tab allows the Company Name to be added or modified to the display of the KeyWatcher.
Access the KW Setup and select the Company Name tab. The following will be displayed:

'_OI KeyWalcher Selup &
Semice 2

Card Reader | Mate Configuration
Cinte/ Time | Company Name || Alams / Sounds | Key Access | Box Settings

Compary Name
MORSE WATCHMANS
AUTO KEYBANK I

Update | I Close

To add or modify the Company Name, follow these steps:

1) Enter the company name as you would like it to appear on the display of the KeyWatcher. The top line will be
displayed on the top line of the KeyWatcher display and the bottom line will appear on the bottom line of the
KeyWatcher display. Select Update to update the KeyWatcher display and the window will automatically
close. Select Close to cancel.
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Alarms / Sounds: This tab allows the alarm settings and sounds for the KeyWatcher to be setup. Access the KW
Setup and select the Alarms / Sounds tab. The following will be displayed:

(98 KeyWatcher Setup B
Service 3
Card Reader | Nate Canfguration
Dinte / Tima | Company Name || Alams [ Sounds || Kay Access | Box Sattings
Enable Disable Alarms
¥ Key not taken Alarm
Archive Warring Alarm

" Access Enable Alam
Alarm Sournd
ot
on
F B-Minute duration

Erables Al Flalay Latch &

Update Close

To enable / disable alarms and set alarm sound, follow these steps:

Select the alarms that will be enabled for the KeyWatcher and set the alarm sound. Select Update to update the
KeyWatcher and the window will automatically close. Select Close to cancel. The following charts describe these

items:

ENABLE DISABLE ALARMS

IKey Not Taken alarm

This feature will sound an alarm if a key that is requested is not removed from the system.

[Archive Warning Enable

If the Archive Warning Enable is turned on, the KeyWatcher will keep track of the transactions that have not been
retrieved from the Key-Pro software. If the number of transactions not retrieved exceeds 3200, the Archive Warning]
message will be displayed. Once the number of transactions not retrieved falls below 3200, the message will not be
displayed. After 4000 transactions have occurred, the oldest transactions will be overwritten.

Access Enable

This feature prevents unauthorized personnel from making constant attempts to access the KeyWatcher. When the
Access Enable feature is turned on, the KeyWatcher will allow 3 attempts at entering an appropriate user code. If an
improper access code is entered 3 times consecutively, the KeyWatcher will sound an alarm and disable the keypad
for 4 minutes.

ALARM SOUND
|ott No alarm will sound at the KeyWatcher, but the display will show See Alarm until the alarm is canceled.
fon The alarm will sound and the display will show See Alarm until the alarm is canceled.

5-Minute Duration

The alarm will sound for five minutes and the display will show See Alarm until alarm is canceled

ENABLE ALARM RELAY LATCH

original state.

Alarm Relay Latch determines how the relay alarm outputs react at the KeyWatcher when an alarm is triggered. The outputs are sold as an
option. If the Alarm Relay Latch is enabled, when an alarm output is triggered the contacts will switch and stay in that state until the alarm is
canceled. If the Alarm Relay Latch is disabled, when an alarm output is triggered, the contacts will switch momentarily and then return to the
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Key Access: This tab allows the Key remove and Return settings for the KeyWatcher to be setup. Access the KW
Setup and select the Key Access tab. The following will be displayed:

M KeeyWatcher Setup B

Semice 3

Group Fetease Type
M Available Koy

5 A0 osailable Keys

Update Close

To enable / disable key access items, follow these steps:

1) Select the key access settings that will be enabled for the KeyWatcher. Select Update to update the
KeyWatcher and the window will automatically close. Select Close to cancel. The following charts describe
these items:

KEY REMOVE METHOD

This option works in conjunction with the “Dual, or Triple User Key” features. When a Dual or Triple User Key is
requested by a level 2-5 user, the KeyWatcher will require the second and/or third user (level 1-5) to be assigned to
different departments. This feature may be enabled or disabled. If this feature is enabled and the second and/or third

126 5L £\ EREss Lz user is assigned to the same department as any of the other users requesting the key, that code will be considered an
Invalid User Code. There are 16 departments that can be assigned. Be sure when programming your users that the
correct departments are assigned.

|Remove by Key Number |Keys requested at the KeyWatcher will be removed by the number of the key.

IRemove by Key Name Keys requested at the KeyWatcher will be removed by the name of the key.

KEY RETURN MODES

Secure Key Return

This feature operates in conjunction with return keys. For more information regarding the “Secure Key Return”,
refer to the Key Name under the Database section.

Auto Key Return This feature allows the KeyWatcher to choose the box to which key(s) will be returned.

|[Manual Key Return This feature allows the user to choose the box to which key(s) will be returned.
GROUP RELEASE TYPE

[Next Available Key This feature will ONLY release the next available key in the group.

All Available Key

This feature will release each available key in the group.
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Box Settings: This tab allows the door sensors for the KeyWatcher to be setup. Access the KW Setup and select
the Box Settings tab. The following will be displayed:

| 98 KeyWatcher Setup
Semice 2
Card Reader | Mate Configuration

Cinde f Time | Company Mame | Alams { Sounds | Key Access || Box Setings

Door Sensor Staius
Dol <Enabled» Sat Daar Sensor Statis
Bax D
CJEnable

) Digabla

Updats Dioor Sensar

Update | I Close

To enable / disable the door sensors, follow these steps:

1) Select the Box to be modified and select enable or disable. Select Update Door Sensor to update the
KeyWatcher. Select Close when finished. Please note that the door must be closed in order to update the door
sensor setting. When the door sensor is enabled an alarm will sound if the door is forced open at an improper

time (Illegal Entry) or if the door is left open after a key is removed or returned. If the sensor is off, there will
be no indication when the door is left open or forced open.

Card Reader: This tab allows the Card Reader Type for the KeyWatcher to be setup. Access the KW Setup and
select the Card Reader tab. The following will be displayed:

| 08 ke Watcher Setup &
Semice 2

Ciote ( Time | Company Mame | Alams { Sounds | Key Access | Dox Settings
Card Roadar| Nate Canfiqumtion

Card Feader Type

& Weigand
O Track 1 Magstripe

3 Track 2 Magstripe:

O Custom
O FWII Track 2

3 Kl Waigand (Std)
Kl Weigand (ol data)

OO Track |
Update Card Reader
% Card Reader Ensble
Update | I Close

To change the Card Reader Type, follow these steps:

1) Select the Card Reader Type for the KeyWatcher. Select Update Card Reader to update the KeyWatcher.
Select Close when finished. To enable the Card Reader, select Card Reader Enable. For more information
regarding these items, refer to the KeyWatcher III User manual.
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Note Configuration: This tab allows the Key Removals and Key Return settings for the KeyWatcher to be setup.

Access the KW Setup and select the Note Configuration tab. The following will be displayed:

| 98 eeyWatcher Setup B
Service 3
Cute f Time | Company Name | Alarms / Sounds | Key Access | Dox Settings

Cord Rendar | Nats Confiqurstion

Note Caonfigurasion

& Numenc Note
" Alnha Mumeric Note

™ Required Commant Fiald

Update [ Close

To enable / disable note configuration items, follow these steps:

Select the Note Configurations settings that will be enabled for the KeyWatcher. Select Update to update the
KeyWatcher. Select Close when finished. For more information regarding these items, refer to the Key Name
under the Database section.

KEY REMOVALS

INotes Off

This feature will disable Notes for key removals regardless of the Key Note setting for the individual Key.

|Numeric Note

When this feature is enabled and the requested key is setup to require a note, the user will be required to enter a note
ID. The Note ID can only be assigned through the Key-Pro III software. In addition to the Note ID, a comment can
also be entered when the key is removed. The comment may also be setup to be required in order to remove the key.
This feature will only allow the comment to be entered with Numeric Characters.

Alpha Numeric Note This feature will operate the same as above but will allow the comment to be entered with Alpha Numeric
Characters.
KEY RETURNS
INotes Off This feature will disable Notes for key returns regardless of the Key Note setting for the individual Key.

|Numeric Note

When this feature is enabled and the key requested to be returned is setup to require a note, the user will be required
to enter a note ID. The Note ID can only be assigned through the Key-Pro III software. In addition to the Note ID, a
comment can also be entered when the key is returned. The comment may also be setup to be required in order to
return the key. This feature will only allow the comment to be entered with Numeric Characters.

[Alpha Numeric Note

This feature will operate the same as above but will allow the comment to be entered with Alpha Numeric
Characters.
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TRANSACTIONS

The Transactions window allows the transactions collected to be viewed. This can be done at any time by
selecting Collect Transactions or enable auto transaction gathering at the KeyWatcher Configuration window. This
section will describe each item in the Transactions window. The window will display all transactions gathered
since the window was opened or cleared. The transactions will be displayed in white and blue to make it easier to
view. Select Transactions at the Key-Pro III Main window. The following will be displayed:

M Transactions E]@
[ Transaction Event Fiter ]

Keyw/alcher Date Time Transaction Bow | KepMNo. | KeyName By Lser

Service: 9/13/2005  35251PM  LserLogon MORSE WATCHMAN
Service 9/13/2005  35259PM  Key Removal 1 7 Wallt MORSE WAT CHMAN
Seivice 9/13/2005  35307PM  UserLogon MORSE "WATCHMAN
Service 9/13/2005  35314PM  KepRetun i 4 Cell Block & MORSE WaT CHMAN

Cloa Windom ot : Select Keywatcher
allect Transactions
Acknowledge Alamis) Service i

Transaction Event Filter:
This item allows the transactions in the window to display specific transactions. Select Transaction Event Filter

and the following window will appear.

| 8 Transaction Fitter .;‘Q
Llger Logons
[«]User Logans

Fey Transactions
[IKey Remaovalsl

[ ke Fietams

Alarrn Transacions
[l ke Alarms
[+] Systarm Alamms
[#l Alarm Cancels

Dalabase Transachons

[l Users

[« T2s
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Select the desired transactions to be displayed and then Select Save Changes and the window will be closed.
Select Close to cancel changes and close the window.

Clear Window:
This item allows the Transactions window to be cleared of all transactions displayed.

Acknowledge Alarm(s):

When an alarm transaction has been collected and displayed in the transactions window, the computer (if sound is
available) will trigger a sound indicating an alarm on the KeyWatcher has been triggered. To silence the sound,
select Acknowledge Alarm(s). This will not cancel the alarm. The sound is determined by the alarm triggered and
the WAV files located in the Key-Pro III. The default WAV files are described below:

1) KPAlert. WAYV is used when a standard alarm is triggered. These alarms will be displayed in orange.
2) KPAlertl. WAV is used when a Priority Email alarm is triggered. These alarms will be displayed in yellow.

Please note that if you would like to change the default sounds, you may rename .WAV files of your choice to the
above names in the Key-Pro III folder.
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Collect Transactions:

This item allows the Key-Pro III software to access the selected KeyWatcher and collect all transactions since the
last time transactions were collected. To Collect Transactions, select Collect Transactions. All transactions
collected that are not filtered will appear in the window until the software is closed or Clear Window is selected.

Select KeyWatcher:
This item shows the current KeyWatcher selected and allows the user to change the current KeyWatcher that is
active. Always be sure the selected KeyWatcher refers to the system being setup.
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REPORTS

The Reports tab allows reports to be generated based on transactions that have been collected. There are many
types of reports that may be set to your specifications. The best way to get acquainted with the different types of
reports is to generate some reports. This will allow you to determine what reports you will need on a regular basis.
Please keep in mind that you should Collect Transactions prior to generating a report. This will assure the reports
that are generated will be accurate and current. You may generate reports based on the current transactions or
transactions that have been archived. This section will describe each item. Select Reports at the Key-Pro III Main
window. The following will be displayed:
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\ Run Report

To generate a report described in this section, follow these steps:
1) Access the Reports window and then select the report tab for which you would like to generate the report.

2) Ifthe report is being generated on an archived transaction, be sure to select Archived Reports and select the
Archive Database to which you would like to generate the report. See page 17 for more information regarding
Archive Transactions.

3) The Start and End Date & Time indicate the range of the report. The Daily Filter is used to limit the time and
days to which the report range is searched.

4) Set the report selections to your specifications and then select Run Report.
5) When the report has finished, it may be Closed, Saved, Printed, or e-mailed.

Users Report:

This tab allows reports to be generated based on users.

User Report: This item allows a report to be generated based on a user. The report may be generated on; all users,
a specific user, all events, or specific events. Any event that pertains to a user may be selected. This report can also
be generated for a specific time/date period.

Keys Report:

This tab allows the user to generate a report based on keys.

Audit Key: This item allows a report to be generated based on the Keys / Users. The report may be generated on;
all keys / users or a specific key / user, or any combination. Keep in mind that you must select key(s) and user(s)
when generating this report.

Inconsistent Key: This item allows a report to be generated based on Keys that are removed by a user and
returned by a different user.
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Live Keys: (The PC must have a connection to the KeyWatcher to run these reports.)

The Live Keys reports are sorted by key # unless Sort by Box and Slot is selected.
System Status: This item allows a report to be generated based on a Key Inventory, Keys In Use, and Existing
Alarms. It will also indicate if a key that is out of the system is overdue.

Key Inventory Report: This item allows a report to be generated based on Keys that are currently in the
KeyWatcher. This report will show each key currently in the KeyWatcher and the location the key is in.

Key In Use Report: This item allows a report to be generated based on Keys In Use. It will also indicate if a
key that is out of the system is overdue.

Transaction Report:
This tab allows the user to generate a Transaction report.

Transaction Report: This item allows a report to be generated based on Transactions in chronological order. The
report may be generated on all transactions or specific transaction(s). This report can also be generated for a
specific time/date period.

Alarm Report:
This tab allows the user to generate an Alarms Transaction report.

Alarm Report: This item allows a report to be generated based on Alarms. The report may be generated on all
alarms or specific alarm(s). This report can also be generated for a specific time/date period.

Database Report:
This tab allows the user to generate Database Listings for all items programmed.

Summary List of Users: This item allows a report to be generated that shows the users in a list format. The report
may be generated on all or specific users. You may also select certain access levels to generate the report.

Detailed List of Users: This item allows a report to be generated that shows the users and all the keys that each
user can access. The report may be generated on all or specific users. You may also select certain access levels or
specific time zones to generate the report.

Summary List of Keys: This item allows a report to be generated that shows the keys. The report may be
generated on all or specific keys. You may also limit the report to generate only Dual or Triple Access keys.

Detailed List of Keys: This item allows a report to be generated that shows a list of keys. This report will also
indicate which users have access to each key. The report may be generated on all or specific keys. You may also
limit the report to generate only Dual or Triple Access keys.

List of Individual Keys: This item allows a report to be generated that shows the keys that have been assigned
individual keys to rings.

List of Notes: This item allows a report to be generated that shows the notes added on the software.
List of Group Keys: This item allows a report to be generated that shows the groups and the keys in them.
List of Group Users: This item allows a report to be generated that shows the users who have access to groups.

List of Time Zones: This item allows a report to be generated that shows the time zones.

Notes Report:

This section allows the user to generate a report based on the “Notes”. See the remove key section for more
information on notes.

By Key: This item allows a report to be generated based on Keys removed using the “Notes” feature.
By User: This item allows a report to be generated based on a users that removed keys using the “Notes” feature.

By Work Order: This item allows a report to be generated based on a Work Order entered when keys were
removed using the “Notes” feature.

By Note: This item allows a report to be generated based on a reason when keys were removed using the “Notes”
feature.

INote: Reports may be sorted by clicking the header of a column until the items are listed to your specification.
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